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1. HACHIOPT ®OHIA OIIEHOYHbBIX CPEACTB

1.1. O61acTh NPUMEHEHUSA

®onpa omeHouHblx cpeactB (POC) — HeoThemieMas dYacTh pabouei
IPOrpaMMbl TUCHIUTIIMHEI (MOYJIsA) 3ammTa WHGOPMAUA W TPETHA3HAYCH IS
KOHTPOJII U OILIGHKH O0Opa3oBaTeNbHBIX JOCTHKEHHH CTYIEHTOB, OCBOMBIIHUX
IpOTrpaMMy JTUCHUIUIUHBI (MOIYJIA).

1.2. Hesaun u 3aqa4u (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJTOTOBKH 00YUalOIIErocs
tpeboBanusiM PI'OC BO OakanaBpuar / coenuanurer / Marucrparypa 1o
HanpaBJICHUIO IOJITOTOBKU 44.03.01 [lemarornueckoe obpa3oBaHue,
YTBEP)KJICHHOTO TpHKa3oM MuHucTtepcTBa o0pa3oBaHus U Hayku Poccuiickoi
®epneparuu ot 22 depaiist 2018 r. Ne 121 (¢ u13BMEHEHUSAMH U TOTIOTHEHUSMM ).

1.3. Ilepeyennb kommeTeHUUil, GopMHpPyeMbIX B Npoliecce OCBOEHHUSI
OCHOBHOI1 00pa30BaTe/IbHOI POrpaMMBbI
[Ipouecc ocBOEHUsT JUCUUIUIMHBI HAITPaBJeH Ha (OPMUPOBAHUE CIEAYIOIINX

KOMHCTGHHI/Iﬁ N HHAUKATOPOB UX NOCTHUIKCHMA:

Ko mo ®I'OC BO ‘ NHauKaTop 10CTHKEHHUS
YHuBEpCcaIbHbIE

O6menpodeccnoHaaIbHbIE

[TpodeccuonanbpHple

[1K-4.1. 3HaTh: METOBI U TEXHOJIOTHIO
aHaJn3a v MPOEKTUPOBaHUS TPeOOBaHUI K
MIPOrpaMMHOMY 00€CIIEYEHHIO MPOIIECCOB U
CUCTEM C 3aJJaHHOHN CTPYKTYpOH U
(yHKIIMOHATBHBIMU CBOMCTBaAMU

I1K-4. Cnocoben pa3pabatbiBaTh TpeOoBanus | [1K-4.2. YMmeTs: ocymiecTBisTh pa3paboTKy

U IIPOEKTUPOBATH MPOrPaAMMHOE TpeOOBaHUI U IPOECKTHUPOBAHHE
o0ecrieyeHue, a TaKkke NporpaMMHO- TEXHUYECKUX 3aJlaHUH Ha pa3paboTKy
anmapaTHble KOMIUIEKCHI MIPOrpaMMHOT0 O0ecreueHus: IpOrpaMMHO-

anmnapaTHbIX KOMIUIEKCOB

[1K-4.3. BnaneTs: HaBBIKaM# pa3padoTKu
MIPOrpaMMHOT0 0OecreueHust
TEXHOJIOTHYECKUX MPOIECCOB 00yUaromein
OpraHu3aLu

1.4. dranbl GopMUpoOBaHMS KOMIETEHUMHA M CpeICTBAa OLCHUBAHUS
YPOBHS UX ¢OPMHPOBAHHOCTH

Jrtansl popmupoBanus komnereHunii | Komnerenuun KoHTpo/ibHO-011¢HOYHBIE
cpejacTBa / cnocod oneHUBAHUSA




Tema 1. OcHOBBI HHPOPMALIMOHHOM [1K-4 Beinonnenue 1a00paTOPHBIX

0€3011aCHOCTH pabort

Tema 2. MeToibl pe3epBHOTO [1K-4 Brimonnenue 1a00paTOPHBIX

KOIMPOBAHHS JAHHBIX pabor

Tema 3. Metobl ayTeHTH(PHUKAIMN U [1K-4 Brinonnenune 1a00paTOPHBIX

aBTOpH3aLUU pabort

Tema 4. AHanu3 u HacTpoiika [1K-4 Brinonnenune 1a00paTOPHBIX

0€30MaCHOCTH B OTIEPALIMOHHBIX pabor

cucremax cemeirictea MS Windows

Tema 5. OcHOBBI KpHUIITOTpadUIECKON [1IK-4 Brinonnenue 1a00paTOPHBIX

3aIIUTH MHPOPMALUH pabor

Tema 6. KomnbrorepHbie BUPYChI [1K-4 Brinonnenune 1a00paTOPHBIX
pabor

Tema 7. OcHoBbl ceTeBoi 6e3omacuoctn | 1IK-4 Beimonuenue n1a00paTOPHBIX
pabot

Tema 8. OcHOBBI 3aXBaTa U aHAIU3a [1IK-4 Brinonnenue 1a00paTOPHBIX

Tpaduka paboT

Tema 9. [lepexBar Tpaduka [1IK-4 Boinonnenue 1a00paTOPHBIX
pabot

Tema 10. Ananu3 ceTeBbIX aTak [1IK-4 Brinonnenue 1a00paTOPHBIX
pabor

Texymas aTTectamus [1K-4 KonTponbnas padora

TIpoMesKyTOUHAs ATTeCTAIMS IIK-4 3auer

1.5. Onucanue nokasareseil GopMUpoOBaHUS KOMIIETEHIUH

Koa xomMnereHuun

Pe3yabTaThl C)OPMHUPOBAHHOCTH

[TIK-4. CniocobeH pa3pabaThiBaTh IIK-4.1. 3naeTr: MeToAbl M TEXHOJOTHIO aHAIM3a U

TpeGOBaHHs U POEKTHPOBATH MPOCKTUPOBaHUSI  TpeOOBaHMI K nporpaMMHOMX
00eCIeYeHNI0 TMPOILIECCOB M CHUCTEM 3aJJaHHOM

MporpaMMHOE oOecrieueHue, a . .
CTPYKTYpOit (yHKIIMOHATBFHBIMU ~ CBOMCTBaMHU

TAKKEC MMPOrpaMMHO-aIlIIapaTHLIC

KOMIIJICKCBI

[1K-4.2. YMmeer: ocymecTBIATh pa3paboTKy TpeOoBaHUM
Y IPOEKTUPOBAHNE TEXHUYECKUX 3a/laHUi Ha pa3paboTKy
IPOrpaMMHOTO OO€CIeYeHus] MpPOrpaMMHO-aNnapaTHBIX
KOMILJIEKCOB

[1K-4.3. BnazneeT: HaBbIKaM# pa3pabOTKH MPOrpPaMMHOTO
o0ecrniedyeHrs TEXHOJIOITMYECKUX MPOLIECCOB  00yyaromien
OpraHu3aLu

1.6. Kputepuun oumeHMBaHHSI KOMIETEHIMI HA Ppa3HbLIX IJTamnax Mx

(popmupoBanus




Bup yueOHoii padoThbl \

KoaunuyecTBO 0a/1710B

7 cemecTp
0P0 0-300 300

OdopmiieHre 0TYETOB 1O JTJaOOPATOPHBIM 30 6aytoB
paboram
PaboTa Ha 1a00paTOPHBIX 3aHATHSIX 30 6ayutoB
BrinosiHeHUE TECTOBBIX 3aIaHUM -
Brinonnenue 3aganuii caMoCTOATEIbHON 10 6amioB
paboThI
3ayera 30 GayoB
HTroro 3a cemectp: 100 6amnoB
Bcero 100 6amioB

HaxkonurenapHas cucreMa onenuBanud mo 100-6ayibH0M mKaJje

Yerpipexoai-
JbHas cucTeMa
OlleHUBAHUS
IK3aMeHa

100-
0aJlIbHAA
HIKaJIa

BykBenHnas mkana, coorsercrsyromas 100-
0aJIbHOM HIKAJIe

Cucrema
OLICHUBAHUSA
3jayera

OTIIMYHO

90-100

A — OTJIMYHO — TEOPETUIECKOE COJIepPIKaHNE Kypca
OCBOCHO IOJTHOCTBIO, 6€3 IPOOEIOB; HEOOXOIUMBIE
MPAKTUYIECKHE HABBIKK PA0OTHI ¢ OCBOCHHBIM
MaTepraaoM c(hOPMHUPOBAHBI; BCE
[peyCMOTPEHHBIE IPOTPaMMON 00yIeHHUS
y4eOHBIC 3a][aHUs BBIIOJIHEHBI, KAUECTBO MX
BBITTOJTHEHUS OLICHEHO YHMCIOM 0asaoB, OJHU3KHUM K
MaKCHMaJIbHOMY

Xopomo

83-89

B — o4eHb XOpOIIO — TEOPETUYECKOE CONEPIKAHUE
Kypca OCBOEHO ITOJIHOCThI0, 0e3 IpoOesoB;
HE0OX0JUMbIE TPAKTUUECKHUE HABBIKU PabOTHI C
OCBOEHHBIM MaTE€pHaIOM B OCHOBHOM
c(hOpMUPOBaHbI; BCE MPETYCMOTPEHHBIE
mporpaMMoil o0ydeHus: yueOHble 3a1aHUs
BBITIOJTHEHBI, KAYECTBO BBIMOJIHEHUS OOJIBIINHCTBA
M3 HUX OLIEHEHO YUCIIOM 0ajlioB, OJM3KUM

K MaKCUMaJIbHOMY

Xopowo

75-82

C — xopo110 — TeopeTHYecKoe Coiep KaHue Kypca
OCBOEHO TIOJTHOCTBIO; HEKOTOPBIE MPAKTHUECKUE
HaBBIKK pabOTHI C OCBOCHHBIM MaTepHAIIOM
c(OpMHPOBAHBI HEAOCTATOYHO; BCE
IIPEeyCMOTPEHHBIE TPOrpaMMOil 00ydeHus
y4eOHbIE 3a/IaHMS BBHITIOJTHEHBI, Ka4eCTBO
BBINOJIHEHUS HU OJTHOTO U3 HUX HE OLIEHEHO
MUHUMAaJIBHBIM YUCIIOM 0aJUIOB, HEKOTOPHIE BHIBI
3aJaHuil BBINOJIHEHBI C OIIMOKAMHU

VY nosnerBo-
PUTENBHO

63-74

D — y1oBneTBOpUTEIBHO — TEOPETUUECKOE
coJiepKaHue TUCIUILTNHBI OCBOEHO YaCTUYHO, HO
po0eITbl He HOCAT CYIIECTBEHHOTO XapaKTepa;
HE00XO0/IMMBbIE IPAKTUYECKHUE HABBIKU PaOOTHI

C OCBOCHHBIM MaTe€pPHaJIOM B OCHOBHOM
c(OopMHPOBaHBI; OOJIBIIMHCTBO
MIPEYCMOTPEHHBIX MPOTPaMMON 00yUYeHHS
yueOHBIX 33JaHUH BBIIIOJHEHO, HEKOTOPbIE

13 BBIITOJIHEHHBIX SaHaHHfI, COJZCpKaAT OINOKH

3auTreHo




Y nosnerBo-
PUTEIHHO

50-62

E — nmocpencTBeHHO — TeopeTHyeckoe
coJiepKaHne Kypca OCBOCHO YaCTHUYHO;
HEKOTOPBIC MTPAKTUIECKHIE HABBIKU PAOOTHI

He chopMUPOBaHBI, MHOTHE TIPETYCMOTPEHHBIC
MpOrpaMMoii 00yueHus yueOHbIe 3a/1aHUs

HE BBITIOJHEHBI JTMOO Ka4eCTBO BBHITIOJTHECHUS
HEKOTOPBIX U3 HUX OIICHEHO YHCIIOM 0aJlJIOB,
OJIM3KUM K MUHHUMAaJIbHOMY

Heynosnerso-
PUTEIBHO

21-49

FX — Hey10BIETBOPUTENILHO — TEOPETUUECKOE
CoJIep)KaHUE Kypca OCBOCHO YaCTHUYHO;
HE00XOIMMBIE IPAKTUYECKNE HABBIKU PaOOTHI
He c(hOpMUPOBAHBI; OOJIBIIMHCTBO
MPEIYCMOTPEHHBIX POTPaMMOi 00yUYeHHS
y4eOHBIX 33JaHUI HE BBIMOJIHEHO JINOO0 Ka4eCTBO
UX BBIMIOJIHEHUS OLICHEHO YHCIIOM 0aJlIoB,
OJM3KUM K MUHHMAaJIbHOMY; TIPU
JIOTIOJTHUTEITFHON CaMOCTOSITENILHOM paboTe Hall
MaTepUAIOM Kypca BO3MOYKHO TTOBBIIIICHHE
KayecTBa BBIMOJHEHHsI YUCOHBIX 3aJaHUI

Heynosnerso-
PHUTEIBHO

0-20

F — Hey10BIETBOPUTENILHO — TEOPETHUECKOE
coJiep’KaHue Kypca HE OCBOEHO; HE00X0JUMbIE
MIPaKTUYECKHE HaBBIKU PAOOTHI

He c(hOPMUPOBAHBI; BCE BHIMOJIHEHHBIC YUCOHbBIC
3aJlaHusl COJIepKaT rpyObie OMUOKH,
JIOTIOJIHUTENIbHASI CAMOCTOATEIbHAs paboTa Hajl
MaTepUaIoM Kypca He IPHUBEAET K KaKOMY-JIH00
3HAYMMOMY MOBBIIICHUIO KAaYECTBA BBITIOJIHEHUS
y4eOHBIX 3aJaHUI

He 3auteno




2. KOHTPOJIBHO-OLEHOYHBIE CPEJCTBA

2.1. OueHoYHbIE CPeACTBA TEKYIEr0 KOHTPOJIA (THIIOBbIE)

Bormpocsl f1st TeKy111ero KOHTPOJIA:

HazoBute 6a3oBbie MOHATUS HHOOPMAITMOHHONW O€30MACHOCTH.

Omnpenenure OCHOBHBIEC BUJIBI YTPO3 HHPOPMALIUOHHBIM PECypcam.

[Tosicaute cyth MmeToponorun STRIDE?

Kaxkue u3 yrpo3 no merogosorun STRIDE npencTtaBiastoT HanOoJIbIIyIO

OMacHOCThH?

[TosicauTe MeTonuky oueHkn puckoB DREAD?

[TosicHuTE TEPMHH 3KCIUIOUT?

B ueMm oiinums mexny merogukamu DREAD u OCTAVE?

[TosicauTe CcyTh TepMHHA KOH(PHUIACHIIMATHHOCTH, MPUBEIUTE MPUMEPHI

KOH(pUACHIIMATbHON HH(pOpMAITUH.

9. Bbinu mostydeHsl 1Be OIEHKU 0€30MacHOCTH MH(OPMAIIMOHHON CUCTEMBI:
nepBasi -- Ha OCHOBAHMM OIPOCA OYEHb OOJIBIIOTO YHCIA OOBIYHBIX
NOJIb30BATENIC, BTOpas -- HAa OCHOBAaHMM MHEHHS Y3KOrOo Kpyra
skcriepToB. Kakast U3 OlleHOK Ha Balll B3IJIsA]l O0Jiee TOUHas.

10.[1puBeauTe MpUMEpPHl CaHKIIMOHUPOBAHHOTO M HECAHKIIMOHUPOBAHHOTO
J0CTyIA.

11.MoXHO 1M cuuTaTh YCTaHOBKY aHTuBUpyca Ha IIK kommiekcHoi
3ammroun MC?

12.Kakast 13 METO0JIOTHI aHaIM3a HHPOPMAIIMOHHBIX YIPO3 Ha BaIlll B3TJIS
ooiee r3ppexkTuBHA?

13.Ha3oBuUTE METOIBI CIKATHS JAHHBIX KOTOPHIE BB 3HACTE.

14.OnummTe OCHOBHYIO Ujeko anroputma Xaddmana.

15.00bsicHUTE pa3HUILy MEXKTYy CKaTUEM U apXUBaIUEH.

16.Kakum 00pa3oM UCIHOJIb30BAaHUE APXUBOB CBA3aHO C 0€30MacHOCTHIO
uHbopmarmn?

17.B kakux ciyyasx I1enecooOpa3Ho, a B KOTOPBHIX HEIeIecoo0pa3Ho
HCII0JIb30BaHHE apXHUBOB?

18.Moryt apxuBel ¢opmata ZIP cogepxkatb uHGOpMALMIO IS
BOCCTaHOBJICHUSA?

19.TTokaxxurte, KakuM 00pa3oM MOYKHO 3a0JIOKHPOBATh apXHB, YTO O3HAYACT
naHHast QyHKIMS?

20.0mummTe  OOIIyI0 TMOCHEAOBATCIIBHOCTh  MEWCTBHM IS 3aIUTHI
nH(pOpMAaIU TIPU CO3J]aHUU aPXUBA.

21.HazoBuTte ocHOBHBIE TexHOJOTHH RAID.

22.Ha30BUTE OCHOBHBIE METO/IbI JyOJIUPOBaHUS UH(DOPMALIUH.

23.0nuimTe TpenuMyIecTBa U HeJJOCTaTKU Pa3IndHbIX ypoBHEH RAID.

24 Kax Ha3bIBaeTCi B COOTBETCTBHHM C TPOIEAYpPOH IyOIupoBaHUsS
pa3IMyarOT METOJ, KOTOPBIM MpeAnoaaract co3gaHue yosen
onpeneneHHbIX GhanaoB?

25.Yposens RAID B koTOpOM IipemonaraeTcs moo4epeIHoe UCIOIb30BaHUE
IIEJIOCTHOCTH U JOCTYITHOCTH MH(GOPMAIINH TIPU CTUXUUHBIX OCJCTBUAX U
KPYITHBIX aBapHUsX HA3bIBACTCH...

Hwn e

NGO



26.B yem 0COOEHHOCTH AUCKPEIIMOHHON TOJUTUKH Oe3omacHocTu? B kakmx
ClIlyyasix €€ MCIIOJIb30BaHHE HellenecooOpa3Ho?

27.0numure NpeuMylIecTBa W HEJOCTATKA MAHJATHOW TOJMTUKH
0€30MMacHOCTH.

28.B kakux ciay4asx MpUMEHsIeTCs acCUBHAs ayTeHTUuKanus?

29.HazoBuTe aBa OCHOBHBIX TMOJAXOAa TMPHU CO3JaHUM HaOopa NpaB H
IIPUBUJIETUH T10JIb30BATEIICH.

30.KTo ynpaBinser pa3peiieHusIMH Ha JIOCTYTI K pa3zesiaM peecTpa v mouemy?

31.Kakue u3 00bEKTOB MOTYT HACJIeIOBaTh pa3pellieHus] Ha IOCTYI K HUM U
OT KOro?

32./Ins yero mpegHa3HAYEHbl MapaMmeTpbl CO3/laBa€MOM YYETHOW 3arucu
NOJIb30BATEIIS?

33.B deMm pasHuila MEXTy OTKIIOUEHHEM U OJIOKUPOBKOM yUETHOM 3amucu?

34.B yem 1enecooOpa3HOCTh pa3OMeHUsi MHOXKECTBA IMOJb30BaTelield Ha
rpymIbI?

35.Kak HazHayaroTCsl mMpaBa IMOJB30BATENSIM U TPYMIaM B 3aIIMIIEHHBIX
BEpCUsIX onepaunoHHou cuctembl Windows?

36.Kakue TpeboBaHUS MO CIONKHOCTH MOTYT MPEIBSIBISTHCS K MapojsM B
onepaunoHHoi cucreme Windows?

37.Yto Takoe Kpumnrorpagus U KaKOBbl €€ OCHOBHBIC L€ B KOHTEKCTE
3a1UThl UHOpMaALUU?

38.Kakue OCHOBHBIE METOJbl KPUITOTrpaguM CYIIECTBYIOT U Kak OHH
KJIaCCUPHUIUPYIOTCS?

39.Uto mpencraBnsger co0oil mudpoBaHWEe M Kakue BUABI MU(POBaHUS
CYIIECTBYIOT?

40.Kakum oOpa3oM paboTaeT CUMMETpUYHOE MIHU(]poBaHUE, U KaKHe
MPUMEPHI aNTOPUTMOB MCTIOIB3YIOTCS B 3TOM THITE MIH(pPOBaHUs?

41.YTo0 Takoe acCUMMETpUYHOE MU(PPOBAHUE U B YEM 3AKIFOYAECTCS TPUHLIMIT
MCIIOJIb30BaHUS OTKPBITOTO U 3aKPHITOTO KIFOYEH?

42.Kakue 0oCHOBHBIC IPUHIIUITBI paOOTHI KpUNTOTpapuuecKux Xemnr-QyHKIii
Y B YEM UX NIPUMEHEHUE?

43.YT0 mpeacTaBistoT co00i MUQPOBHIC MOAMKMCH M KaK OHH 00SCIICYHBAIOT
ayTeHTU(UKALIMIO U IEIOCTHOCTh JAHHBIX?

44 Kak paboraer mporokon obmena kmodamu Diffie-Hellman, u kak on
oOecrieunBaeT 0e30MacHbIil OOMEH KitouaMu Jiisl mudpoBanus?

45.Yto Takoe artaka mocepenuHe (man-in-the-middle) u xakue MeTobI
OPUMEHSIOTCS ISl €€ PEeIOTBPALEHHUs B Kpunrorpapuu?

46.Kakue MpUHIUIIBI JIS)KaT B OCHOBE aTakv Ha MHU(p C UCIOIH30BaHUEM
no10opa Kirova U Kak 3TOMY MOKHO MPOTUBOCTOSITh?

47.YT1o Takoe CTOMKOCTh KPUNTOCUCTEMBI U MOYEMY ATO BaXKHBIM ACTIEKT B
obecrnieueHuu kpunrorpaduueckoit 6ezonacHocTu?

48.Kakum 00pa3oM peanu3yeTrcsi 3alluTa OT aTakud MO0 BpeMeHu (timing
attack) B kpunrorpaguun?

49.Kakue CylecTBYIOT METOAbl KpPUNTOrpaQUUecKoro ayTeHTU(PUKALMKA U
KaK OHU MPUMEHSIOTCS B CUCTeMax 0e30macHoCTH?



50.Yto Takoe kpumnrTorpaduueckas colb U KaK OHa MOBBIIIAET CTONKOCTD
XEIIUPOBAHUS MapoJIiei?

51.Kakum oOpa3zom kpunrorpadus HCHOIB3yeTCS Il oOecreueHus
KOH()MICHIIMATEHOCTH TAHHBIX B CETH?

52.Yto Takoe OMOMETpPHYECKHE METOJIbl ayTeHTU(UKALUW U KaK OHHU
COYETAIOTCS ¢ KpunTorpadueii?

53.Kak  mmdpoBanue KoHeuHbix Touek (end-to-end  encryption)
oOecrieunBaeT KOH(MUIECHIMATLHOCTh JAaHHBIX B KOMMYHUKAIMOHHBIX
MPUITOKEHUSX ?

54.KakuMm o0pa3oM paboTaeT KBaHTOBas KpunTorpadus U B YeM 3aKI0UACTCS
€€ CTOMKOCTh K aTakaM KBaHTOBBIX KOMITbIOTEPOB?

55.Ut0 Takoe kpunrTorpapuyeckue MpOTOKOJbl U KaK OHU MPUMEHSIOTCS B
oOecrieueHnn 6€30MaCHON KOMMYHHKAITUU?

56.Kakwne BbI30BbI BOSHHKAIOT MPU UCTIOJIB30BaHUH KpUTITOTpadun B 001acTH
unrepHera Benieit (IoT)?

57.Kakum 00pa3zom kpunrorpadus UCHOJIb3yEeTCsl B CUCTEMaX AJIEKTPOHHOU
MOJIITMCH JJIs1 00ECTICUEHHs JJOBEPHS K DJIIEKTPOHHBIM JTOKyMEHTaM?

58.Kak mpoucxoaut obecrieueHrne 6€30MacHOCTH B OJTIOKYEHH-TEXHOJIOTHSX C
HCIIOJIb30BaHUEM Kpunrtorpadun?

59.Kakue metoapl Kpuntorpaduu NPUMEHSIIOTCS JJI 3alUTH HH(pOpMaIUu
Ha ypoBHE (haiiJioB U TUCKOB?

60.Yto Takoe kpumnrorpaduueckue aTakd C HUCIOJIb30BAHUEM KAaHAJIOB
oOpatHoit croponsl (side-channel attacks) n kak UM IPOTUBOCTOSITH?

61.Kakum oOpazom obOecneunBaercss 0€30MaCHOCTh KpUNTOrpaduyecKux
KJIFOUed U uX XpaHeHue?

62.Kakue craHmapThl U aNrOpUTMbI IMUPPOBAHUS HMIUPOKO MPUMEHSIOTCS B
COBpPEMEHHOU Kpuntorpaguu?

63.Yto mpencTaBistoT coboi kpunrorpadpudeckue mpotokossl TLS u SSL, u
KaK OHU 00€eCIIeYrBalOT O€30MaCHOCTh B UHTEpHETE?

64.Kakum 00pa3oM TEXHOJOTHS KBaHTOBOro Kiroda (quantum key
distribution) o6ecnieunBaeT 6Ge30MacHBId OOMEH KIIFOUaMM ?

65.UT0 Takoe kpunrorpadhuIecKuii MPUHIIUAI HYJIEBOTO T0BepHs (zero-trust)
M KaK OH MIPUMEHSETCS B COBPEMEHHBIX CHCTeMax Oe30macHoCTU?

66.Uto mnpencTaBisOT CcOOOW KOMIBIOTEPHBIE BHUPYCHI W KakK OHHU
pasznuyaroTcs OT Ipyrux GopM BPETOHOCHBIX MporpamMm?

67.Kakum 00pa3oM KOMIBIOTEPHBIE BHPYCHI PACHPOCTPAHSIOTCA U KaKUE
METO/IbI 3aIIUTHI MOTYT MPEAOTBPATUTH UX Mepenady?

68.Uto Takoe TpOSHCKHE MPOrpaMMbl U KaKW€ OCHOBHBIC 1€ OHH MOTYT
MPECIIeIOBATh B KOHTEKCTE KOMIBIOTEPHBIX BUPYCOB?

69.Kakne BUABI MOBPEKICHUA MOTYT BBI3BIBATh KOMIIBIOTEPHBIC BUPYCHI U
KaK OHU MOTYT BO3JICHICTBOBATh HA pa0OTy KOMITBIOTEPHOMN CHCTEMBI?

70.Yto mpeacTaBisitoT coOON YepBH (WOrms) M B UeM 3aKIIOYAETCA HX
OCHOBHOE OTJINYHME OT OOBIYHBIX BUPYCOB?

2.2. OueHoYHBbIE CPeACTBA sl MPOMEKYTOUYHOM aTTeCTALUH

BOHpOCI)I I IIPOBCACHUS aTTCCTallUU
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19.

20.
21.
22,
23.
24,
25.
26.
217,
28.
29.

30.
31.

32.
33.
34.
35.

36.

Kakue ocHoBHbie (yHKIMU Opanamayspa? CrmocoObl BKIIOYCHUS H
BBIKJTIOUEHUS OpaHaMayspa.

Kak 3amyctuts OpaHamaysp B peKHMME TMOBBIIIEHHOW O€30MacHOCTU C
MOMOIIIBI0 KOMaHHOM CTPOKHU?

Kak co3math HOBOE MTpaBWIO IS UCXOIANIUX WU BXOJSAIIUX
MOAKITFOUCHUI?

Kak oTKpbITh WM 3aKPBITh TOPT C MOMOIILI0 OpaHaMayspa?

Kak pazpemuts npou3BOIbHOM MporpaMmme JOCTYI K CETH € TTOMOUIBIO
Opanamayaspa?

Kaxkoit u3 ctanaapTHBIX poduiiei 10KeH ObITh Hau0oJIee 3aluIleH ?
Kak ObICTpO OTKPBITH MMaHEINb YIPABICHUS?

Kak ObicTpo 3anmyctutrh OpaHaMaydp B PEKHUME TMOBBIIICHHOM
6e3onacHoCTH?

. Uto nemaet komaHzaa services.msc?

. Kak 3amyctuts ytunuty cmd B pexxume aqMuHUCTpaTopa?

. Kak OTKpBITh OKHO JIOKaJIbHBIX MOJIMTHK 0€301aCHOCTH?

. 3a4eM MPOBEPSITh CUCTEMHbIE (PAMITBI?

. Kakum 06pazoM MOKHO TpoBEpUTH IU(PPOBYIO MOANUCH (HaityioB?

. Kak otkpeITh peectp Windows?

. IIpuBenuTe OCHOBHBIE KOMaH/Abl 000JI04KH cmd.

. Kakue wn3 yrunur cuctembl Windows HENOCPEICTBEHHO CBS3aHbI C

6e30macHOCThIO HHGOpMAITUH?

HazoBute OCHAacTKH, UCHOJb3yeMble ISl HACTPOWKH MapameTpoB
0€30I1aCHOCTH.

Ha3zoBute OCHOBHBIE CMOCOOBI  3amycKa JIOKAJbHBIX  MOJUTHUK
0€30IMacHOCTH.

HazoBuTte 1 00BSICHUT YPOBHE TPYTIOBBIX TIOJUTHK.

HazoBuTe mopsaok MpUMEHEHHSI TPYTITOBBIX MOJUTHK.

Kak 3amyCTuTh KOHCOJIb yIIpaBiIeHUs?

Kak 1006aBUTH HOBYIO OCHACTKY B KOHCOJIb YIIPABJICHUS?

OOBsICHUTE OCHOBHBIC MOJUTUKHU TTAPOJICH.

OOBSICHUTE TEPMUH TPYIITIOBAs MOJIUTHKA.

Kakue BUIbI TPYNITOBBIX U JTOKAJIBHBIX MOJIUTUK BbI 3HAETE?

HazoBute Tpu crioco6a 3arycka peaakTopa rpyIinoBbIX MOJIUTHK.
OObsicHuTe mapaMmeTpsl y3ina [lapameTpsr 6€30macHOCTH.

Jlnst 4yero mpeaHa3HAYEHBI TOJUTHUKUA AayJauTa, KaK HACTPOUTh ITH
MOJUTUKHU?

Kaxkue coObITHsI BO3MOXKHO (PUKCUPOBATH C TOMOIIBIO MOJUTHUK ayIuTa’?
Kakum oOpazoMm ayaut MOXKeT OBITh HCIOJIb30BaH [Jisi TOBBINICHUS
0€30MacHOCTH CUCTEMBI?

OObsicHUTE HA3HAYEHUE OCHOBHBIX MOJUTHK ayAHTA.

JlaiiTe onpezenenye NOHATUA adioHa O€30MacHOCTH.

Kakue npenmyiiiecTsa JaeT UCNOJIb30BaHUE 111a0JI0HOB 0€30MacHOCTH?
Kakune u3 cnyx0 no BamieMy MHEHHUIO CJEAyeT BBIKIIOYHUTH IS
MOBBIIIEHUS 0€30MacCHOCTH?

Kakune nHCTpyMEHTBI OTIEPAIIMOHHON CUCTEMBI CIIEyEeT OJIOKHPOBATH JIJIS
OOBIYHOTO TTOJTH30BATENS?
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44,
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47.
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92.
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99.
60.

61.

62.

63.

64.

Kakne monmuTuKd MOXKHO HACTpaWBaTh C TIOMOIIBIO I1a0JOHOB
0e3onacHoCTH?

Kak BBl cuurTaere, Kakuve mapaMeTphbl CJIEAyeT YCTaHAaBJIUBATh U
TPYNNOBBIE  TMOJUTUKM  HACTpauBaThb TMpPU  CO3JIaHUM  11a0JI0OHA
0€30MacHOCTH.

Kakoe oOcCHOBHOE Ha3HaueHHWE OCHACTKM AHaiu3 0e30MacHOCTH
KOMIIbIOTEpa?

B03MOKHO JI1 OTKPBITh OCHACTKY AHaIN3 0€30MaCHOCTH

KOMITBIOTEPA C MTOMOIIBIO TAHEIH YIIpaBIeHUs ?

Kakum o0pazom noGaBisitoTcst 11a0JI0HBI O€30MAaCHOCTH K OCHACTKE
AHam3 6€301MaCHOCTH KOMITbIoTepa?

N3meHstoTCsl HACTPOMKY KOMITbIOTEPA MPHU MIPOBEICHUM aHaIn3a?
OOBbsiCHUTE, YTO O3HAYAIOT OTMETKH Y HA3BaHUM MOJUTHUK MOCIE
MPOBE/ICHUS aHAJIHN3A.

OOBsicHUTE KOMaHAbl KOHTEKCTHOTO MEHIO y3J1a AHAIIN3 U

HacTpoiika 0€30MacHOCTH.

MoxHO JI1 MEHSITh IA0JI0H 0€30MaCHOCTH HEMOCPEACTBEHHO B OCHACTKE
AHayin3 6€30MacHOCTH KOMITbIoTepa?

Kaxkast orMeTKa OyieT roka3zaHa y Ha3BaHUs MOJUTUKHU TIOCJIE aHAJIU3a 110
mabsoHy 0e30MacHOCTH, €CJIM JaHHas MOJIMTHKAa HE CYIIeCTBYeT Ha
KOMIIbIOTEpE?

Kaxkoe ocHoBHOe HazHaueHue cpenctsa AppLocker?

Kakue 3amaun MoxxHO pemats ¢ momoisio AppLocker?

Kakue cmyxObl A0MKHBI paboTaTh AJIS TOrO, YTOOBI MCIOJIH30BATh
npasuia AppLocker?

OObsicHUTE, KaKue MIark HY>KHO CJIeaTh JUIsl CO3/JaHusl HOBOTO ITpaBuia
B AppLocker.

Kakue cpencrBa omnepanMOHHONM CHUCTEMBI  MCHOJB3YIOTCA  JUJIA
OJIOKUPOBKH CMEHHBIX HOCUTENEH ?

Kak y3nars ID ycrporicTta?

O0msacuuTe, uro Takoe VID u PID?

Kakue monuTuku MpUMEHSIIOTCS 1Ji1 OJIOKUPOBAaHUSI YCTPOMCTB, B 4eM
MEXTy HUMHU pa3HuIia?

OOBbsiICHUTE TEPMUHBI OEJIBIN CIIMCOK M YEPHBIN CIIMCOK YCTPOUCTB.

Uro npencrausieT coboi ceTeBasi 0€30MacCHOCTh M TOYEeMY OHa BayKHA JIJIst
UH(OPMAITMOHHBIX CUCTEM?

Kakue oCHOBHBIE NPUHIMUIIBI KOH(MUIECHIIUATBLHOCTH, IIEJIOCTHOCTU U
JIOCTYITHOCTH JIAaHHBIX KACAIOTCS CETEBOM 0€30MacHOCTH?

Urto Takoe ayTeHTH(UKAIMS B CETEBOM 0€30MaCHOCTH M KAaKHE METOJIbI
MOTYT OBITh HCIOJIb30BaHbl [IJIsi TOJATBEPXKICHUSI JISTUTUMHOCTH
MOJIb30BATEIISA?

Kakum o0pa3zom mm@poBaHue MAaHHBIX BIUSET Ha OOecredyeHue
KOH(UIEHIIUAIBHOCTU B CETEBOM O€30MMacCHOCTH?

Kakue BuIbI yrpo3 MOTYT OBITH MPEACTABICHBI B CETEBOM Cpelie, U Kak
KJIACCU(UILIUPYIOTCS 3TH YTPO3bI?
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Yro Ttakoe artaku mnepexBaTta (sniffing) m kak OHM MOTyT OBITH
IPEeIOTBpAIICHBI B paMKaX CETEBOM 0€30MacHOCTH?

Kakne meToapl uCOIB3yIOTCS U1 00eCTieYeH s [IeIOCTHOCTH IaHHBIX B
nepeaaye 4yepes CeTh?

Yro mpexacraBmsier coboit ¢uiabTpamms maketoB (packet filtering) B
ceTeBoi 0e30MacHOCTH U Kak oHa paboTtaet?

Kakum obOpazom araku tuma "oTka3 B oOciyxkuBanuu" (DoS) moryt
yIpOXKaTh CETEBOM 0€30MaCHOCTH, U KaK MPEA0TBPATUTH TAKUE aTaKu?
Uto Takoe BupryanmbHas dvactHas ceth (VPN) um kak oHa MoXer
o0ecreyuTh 0€30MacHOe COCTMHEHHUE YePEe3 OTKPBITYIO CETh, TAKYIO Kak
Nutepner?

Kak paboraet 6paHIMay?3p B KOHTEKCTE CETEBOM OE30MaCHOCTH U KaKHe
(GyHKIMY OH BBITOJHSAET?

Yro mnpenctaBisaioT coboi artaku "¢ummura" (phishing) u kak
M0JIB30BATENM MOTYT M30€eraTh MOJJAaBAThCS HA TAKHE aTaKWh B CETEBOU
0e3onacHoCTH?

Kakne w™erompl ayTeHTH(UKAUKA MOTYT OBITh HCHOJIB30BaHBI IS
oOecrieueHus: 6€30MacCHOCTH B OECIIPOBOJIHBIX CETAX?

Yro Takoe MHOTO(aKTOpHAS ayTEeHTU(UKAIMS U TOYEMy OHa SBIIACTCS
BaYKHBIM 2JIEMEHTOM CETEBOI1 Oe30macHoCcTr?

Kak cereBbie yCTpONCTBA, TaKKe KaK MaplIpyTU3aTOPbl 1 KOMMYTAaTOPHI,
MOTYT ObITh CKOH(DUTYPUPOBAHBI JIJI51 TOBBIIICHUS] 0€30MTaCHOCTHU CETH?
Uto Takoe BeO-TIPUIIOKEHUS M KaKUE YTrpo3bl OHU MOTYT MPECTaBISATh
JUIsL CeTeBOM 6€301acHOCTH?

Kakue wmepsl MoryT OBITh MPEANPUHATH IS 3alIUThl OT aTak
MexceTeBbIX MpoTokooB (MITM) B ceTeBoit 6e30macHoCTH?

Yro npeacrasisieT coO0M ayTeHTU(DUKALMS 1O CEPTUPUKATAM U KaK OHA
MPUMEHSIETCS B CETEBOM 0€3011aCHOCTH?

Kakum oOpa3oM ceTeBasi 6€30MacHOCTb CBS3aHa C YIIPaBICHUEM ITPABAMHU
JIOCTYIIa U KAKUE POJIU MOTYT ObITh HA3HAYEHBI MTOJIH30BATESIM ?

Yro Takoe ceTeBbl€ YSI3BUMOCTHU M KAKUE METObI UCIOIB3YIOTCS ISl UX
OOHapyXeHUs U YCTPAHEHHS B CETeBOM 0€30MacHOCTH?

Kakue ponu MOryT BBINOJHATH MOOWJIBHBIE YCTPONCTBA B acCIEKTe
ceTeBOM 0€30MacHOCTH, M KaK OHH MOTYT OBITh 3aIlHUIICHBI?

Uro Takoe ympaBieHHE CETeBOM OE30MACHOCThI0 U Kakue 3a/lauu
BKJIIOYAIOT B C€0sI MPOLIECCHI YIIPaBICHUs?

Kakum 00pa3zom nmprMeHeHHe NOJIUTUK 0€30MacHOCTH MOXKET YIyUIIUTh
CETEBYI0 O€30MaCHOCTh OPTaHU3AIUH ?

Uto mpencTaBistoT coOOM aTaku Ha YpPOBHE MPUIIOKEHUNW M KaK OHU
MOTYT OBITh MTPEAOTBPALIEHBI B CETEBOW 0€30MaCHOCTH?

Kakue TexHONOTrMH CceTeBOM OE€30MaCHOCTH HCMOJB3YIOTCS IS
OOHapy>KeHHUsI U MPEAOTBPALIEHUSI BPEAOHOCHBIX MTporpamm?

Yro Takoe "Oenbie ciucku" U "uepHbIe CMUCKU" B CETEBOM O€30MaCHOCTH,
¥ KaK OHHM MIPUMEHSIOTCS K yIPABICHHUIO TOCTYIIOM?

IIepedyeHb TUIIOBBIX IPAKTUYECKUX 3a0aHUN:



n/u

IlepedeHb TUMIOBBIX MPAKTUYECKUX 3adaHUN

1. BIMoaHUTE KOMIUIEKCHBINM aHAIN3 WH)OPMAITHOHHBIX YIPO3 M COCTABHTE PEKOMEH/IAIINH TI0 3aIllUTe
JUTSL CIIETYFOIIUX TPEATIPHUSTHI:

a) noymrpaduiyeckoe IpeAnpUsLTHE ¢ ABYyMs oricaMu v 01HOH 0a3oit

JTAaHHBIX KIIUECHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKUX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIAaBHBIN OQHC;

B) MarasuH 1O Mpojaxe MeOelr, KOTOPbI UMEeT JOCTyN K 0a3e JaHHBIX 3aBOJAa MPOU3BOIUTEIS
Mebenu;

T') CEpBHCHBIH IICHTP TT0 PEMOHTY MOOWMIIBHBIX TEIC(OHOB.

Hcnons3ys nporpammy CheckUDisk ompeaenuts VID, PID durent HakonmTes.

1. 111 mpou3BoJIbHOM porpamMmel (HanpuMep nacbsiae [layk) mpegocTaBbTe AOCTYII K CETH € TOMOIIBIO
Opanamayspa Windows (cM. TeOpeTHIEeCKHE CBEICHMUSA).

2. mporpammsbl Total Commander otkpoiite mopt 3128 1Mo MOMOIIEI0

Opanamayspa (CM. TEOPETUICCKUE CBEICHMUS ).

3. 3ampeTuTe 10CTYM K CETH MHTEPHET AJISl MPOU3BOJIBHOM MPOrpaMMEI

IO TIOMOIIBI0 OpaHIMayaspa u (aiina hosts.

Crioco0 OJOKMPOBKH JOCTYNa K CETH MpOorpaMMaM C TMOMOINBI0 OpaHAaMmyepy YK€ OIHMCaHO B
TEOPETUYECKON YacTH padoThl. BrimonHute 1uist

nacksiaca KochkiHKa (Mw Apyro# mporpaMMBbl) Takue OJIOKHPOBKHL.

B xoHCcomHM ymipaBiieHus co3qaiiTe HOBBIN MIA0I0OH O€30TaCHOCTH C

nmeHeM KoHgurypaius ciyx0, B ONMMCAaHWU MA0JOHA YKOKUTE ONEPAIMOHHYIO CUCTEMY, B KOTOPOM
OyJeT MPUMEHEH 3TOT Ma0JI0H, K COOCTBEHHYIO

(hamunmto.

BrimonanTe aHamn3 0€30IaCHOCTH ¢ TTOMOIIBIO MAa0JI0Ha, KOTOPBIA OBIITH CO3IaH paHee.

(ep]

JlobGaBbTe MOAKIIIOUECHHBIH HAKOIIUTEIb B YePHBIN CIIHCOK.

SammdpyiTe ¢ TOMOIIBIO Marn4eckoro kaapara ceoe DO




